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the methods proposed for RBAC cannot be easily extended
for efficiently solving SoD verification in ABAC. To
summarize, our contributions in this paper are as follows:

I. INTRODUCTION

Over the last decades, attribute based access control
ABAC ) has been developed as a flexible form of access . . L e
gontrol d)ue to its policy—ne%tral nature (that is, an ability to « We give a precise definition of SoD and SoD verification
express different kinds of access control policies including problems in ABAC. _ o .
DAC, MAC and RBAC) and dynamic decision making « We show that although directly verifying SoD s
capabilities. Generally ABAC regulates permissions of users intractable, verification through mutually exclusive
or subjects to access system resources dynamically based on authorization rules can be done efficiently.
associated authorization rules with a particular permission. A « We identify four different classes of SoD enforcement
user is able to exercise permission on an object if the problems and provide approaches for solving them.
attributes of the user’s subject and the object have a
configuration satisfying the authorization rule specified for Il. RELATEDWORK
that permission. Hence, proper attribute assignment to these

entities is crucially important in an ABAC system for
preventing unintended accesses. Introduce the problem of
SoD verification in ABAC systems. The ABAC model
suggested by NIST in [4]is used as the reference model. We
study different scenarios under which SoD verification might
become necessary and categorize the identified scenarios
into different classes of problems. While the problem of SoD
verification has been examined in the context of RBAC [7],
it has not been extensively studied for ABAC except for [8],
which introduces the problem. As discussed in detail later,
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A. Attribute Based Access Control

There is a sizable literature on ABAC in general. Damiani et
al [8] described a framework for ABAC in open
environments. Wang et al [9] proposed a framework that
models an ABAC system using logic programming with set
constraints of a computable set theory. The Flexible access
control system [10] can specify various ABAC policies and
provide a language that permits the specification of general
constraints on authorizations.

B. Constraints:
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Several authors have focused on issues in constraints
specification in access control systems primarily in RBAC.
Constraints in RBAC are often characterized as static
separation of duty(SSOD) and dynamic separation of duty
(DSOD). These two issues date back to the late 1980’s.A
number of attempts initiated afterwards to identify
numerous forms of SSOD and DSOD policies and to specify
them formally in RBAC systems.

C. Separation of Duty

Separation of Duty (SoD) is a security principle having the
primary objective of ensuring that no single user is capable
of executing all the steps involved in a critical task. The
underlying concept behind this principle is that, the
likelihood of a single person perpetrating a fraud is higher
than that of a group of people colluding to do so. To achieve
separation of duty with respect to a task, the set of
permissions associated with the task is partitioned among
multiple users. A k-n SoD (k-out of-n Separation of Duty)
policy, which is a generalization of the above statement,
states that, not less than k users together should get all the n
permissions required to perform a task. This definition of
SoD is valid irrespective of the underlying access control
model. Two different approaches could be used to enforce
separation of duty: Static SoD (SSoD) and Dynamic SoD
(DSoD)

I11. LITERATURE SURVEY

In the past few years, several attribute based access control
models have been proposed. Jin et al. [5] present a
generalized and formalized ABAC model that can be used
to configure access control policies in DAC, MAC and
RBAC. It establishes a formal connection between these
three classical models and ABAC. Riad et al. [16] discuss
an ABAC model that supports attribute-rules for access
control in cloud environment. An attribute-rule specifies an
agreement that determines what kind of attributes should be
used and the number of attributes considered for making
access decisions. Qi et al. [17] present a framework that
combines role and attribute to design a distributed access
control architecture. Jin et al. [18] introduce a role-centric
attribute based access control model named RABAC that
constraints the available set of permissions based on the user
and object attributes. Servos and Osborn [19] propose a
formal hierarchical model of ABAC named as HGABAC. It
includes attribute inheritance through user and object groups
as well as environment, connection and administrative
attributes. Chatterjee et al. [20] present an attribute based
access control scheme in which access control structures are
defined using access tree made up of logic expressions over
the attributes. Reference [4] provide a comprehensive
definition for the ABAC model. Very recently, Biswas et al.
presented an ABAC model named LaBAC(Label-Based
Access Control) in [21]. The discussed model isa policy
enumeration model, which uses one user attribute and one
object attribute for authorization policy enumeration.
Hsuand Ray [22] present a location aware ABAC model that
canbe used to detect security violations in online social
networks. In recent years, a few approaches for mining
attribute based policies have also been proposed. Xu and
Stoller [23], [24]present methodologies for mining ABAC
policies from RBAC policies. Medvet et al. [25]. propose a
multi-objective evolutionary approach for policy mining. It
aims at learning a policy consistent with the input requests
and does not use those attributes which uniquely represent
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user and resource identities and hence, exploits the true
potential of the ABAC paradigm. Benkaouz and Freisleben
[26] present a KNN based approach for classification and
clustering of policies. The discussed approach aims to
reduce the dimensionality of ABAC policies for large
applications.

IV.PROBLEM DEFINITION AND MOTIVATION

To comply with organizational business requirements,
authorization rules often need to be constrained. These
constraints are specified in terms of policies. The access
control model chosen to be deployed in the organization
essentially forms the basis for putting these policies in place.
The methods proposed for RBAC cannot be easily extended
for efficiently solving SoD verification in ABAC. To
summarize,

« Give a precise definition of SoD and SoD verification
problems in ABAC.

e Show that although directly verifying SoD is
intractable, verification through mutually exclusive
authorization rules can be done efficiently.

« To identify four different classes of SoD enforcement
problems and provide approaches for solving them

V. PROPOSED SYSTEM

Following are the details of the proposed work. Initially
basic modules of the system are mentioned and later their
detail working is explained.

« We will provide a precise definition of SoD and SoD
verification problems in ABAC.

o We show that although directly verifying SoD is
intractable, verification through mutually exclusive
authorization rules can be done efficiently.

« We identify four different classes of SoD enforcement
problems and provide approaches for solving them.

« FBAC Model. Te FBAC model wraps the standard
ABAC as a preliminary screening module and
integrates additional decision support components for
improving the resource usability, thereby gaining
better business timeliness.

A. Modules:
« User and Resources
« Check Candidate Constraint
« SOD Verification

« MER

Input Set Check SOD mutnally

users [— candldalte Verificati — exclusive

Resources constraint on rule{MER)

L4

Access Merge Simplify Hierarchica

Control < Rules < Rules ‘ 1 Attributes
Extraction

Fig.1. System Architecture

A. User and Resources:
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Users (U) and Objects (O): Represent a set of authorized
users and a set of objects, respectively. Members of these
sets are denoted as Xxi.

B. Check Candidate Constraint:

ABAC based on logic programming where policies are
specified as stratified constraint flounder-free logic
programs that admit primitive recursion”. While their
framework introduces hierarchical attributes something
lacking from other models), it is largely focused on the
representation, consistency and performance of attribute-
based policies and their evaluation over providing a
workable model of ABAC.

C. SOD Verification:

Separation of Duty (SoD) is a security principle having the
primary objective of ensuring that no single user is capable
of executing all the steps involved in a critical task. The
underlying concept behind this principle is that, the
likelihood of a single person perpetrating a fraud is higher
than that of a group of people colluding to do so. To achieve
separation of duty with respect to a task, the set of
permissions associated with the task is partitioned among
multiple users.

D. MER:

Several sets of MERs can be generated. Different sets of
MER constraints put different levels of restrictiveness on
the valid sets of users. A method for generating a t-m MER
constraint from a k-n SoR. It can be observed that, while an
ABAC-VF-SoD instance takes input in the form of SoD
tuples, an ABAC-VF-MER instance takes input in the form
of authorization rules. Therefore, one needs to reduce, a step
that may or may not be required to be performed on-line, an
instance of ABAC-VF-SoD to an instance of ABAC-VF-
MER (otherwise, ABAC-VF-SoD would not be in coNP-
complete, as already proved). To do so, an instance of
ABAC-VF-SoD is initially transformed into an intermediate
form, which is based on authorization rules and then from
that intermediate form, it is transformed into an instance of
ABAC-VF-MER

E. FBAC Model
The FBAC model wraps the standard ABAC as a
preliminary screening module and integrates additional
decision support components for improving the resource
usability, thereby gaining better business timeliness.

B. Algorithm : FBAC Decision-Making Procedure
Input: gi, Cx

Output: Decision {granted, denied}
. If match any policy then
Il. Return granted
1l. End if
V. p(qi)«— max i=1n]Vi(qi))
V. Cost(qi) < 1 — u(qi)
VI. If w(gi)< H or Cx <Cost(qi) then
VII. Return denied
VIII. End if
IX. Cx « (Cx — Cost(qi))
X. Return granted
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Notations Definitions

qi The ith request.

Cx To credit value of the subject x(a
rational number in (0, cmax))

u(qi) To fuzzy membership function for
calculating the membership degree of the
gi to the policies

H To rejection threshold

Table 1: Te major notations and definitions

VI.LEXPERIMENTALRESULTS

For results we show only the effect of variation in the
number of users and the number of rules on the execution
time required for solving each of the above three categories
of problems. This is because, number of authorization rules
has the most significant impact on the solving time of an
instance of ABAC-VF-MER as well as GenSoR. we present
experiments aimed at evaluating the performance of our
ABCL enforcement algorithm during user attribute
assignment (discussed in section 1V- 4). The experiments
were conducted on a machine having the following
configuration: 2.40GHz with 2GB RAM running a Windows
7 enterprise OS and .Net Framework 4.0

Dataset Used:

We can use companies database or dataset for this system.
employees information or database will be used to maintain
security for access control.

The effect of increase in the number of users on the time
required to solve the third category of SoD enforcement
problems is shown in Figure 2. below.

16 /
14 /
12 2
v
3 / /
w10
£ /./
E 8 —4+—Curent System
F . ‘///.// —i-Proposed

The Number of Users

Fig. 2 Resulted Graph

No Current System Proposed
35 4 3
66 7 5
101 12 9
132 16 12

Table 2: Result table
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VIL. CONCLUSION

In this paper, we proposed first Separation of Duty
constraints in terms of the components of the Attribute-
based Access Control model. Next, the SoD verification
problem has been introduced in the context of ABAC. It has
been shown that, while SoD verification is intractable, a part
of it can be efficiently solved using the principle of mutual
exclusion. The remaining part can be processed through
offline processing.
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